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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes a key issue for the security aspect of ciphering key delivery.
3
Detailed proposal
*** BEGIN CHANGES ***
2
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*** NEXT CHANGES ***
5.X
Key Issue #X: Delivery of ciphering keys to UEs for broadcast assistance data
5.X.1
Key issue details

UE location can be calculated with the location assistance data that is broadcasted to the UEs by the core network. The assistance data may be optionally ciphered so that it can only be received by the authorized UEs while also preventing the data from being tampered with by the attackers. In this case ciphering keys need to be securely delivered to the target UEs.
In LTE, clause 9.3a.5 of TS 23.271 [2] specifies a procedure through which the ciphering keys used to cipher location assistance data can be securely delivered to the UEs that have subscribed to the location services in the serving PLMN.
Within the 5GS, the distribution of location assistance data as one of the key issues was studied in TR 23.731 [3]. Corresponding solutions for distributing location assistance data in the 5GS LCS system have been proposed. However, TR 23.731 does not address the issues of how to distribute these assistance data in a secure manner and how to deliver the ciphering keys to the target UEs.
This key issue focuses on the security aspects of delivering location assistance data ciphering key to the UEs in the 5GS.
5.X.2
Security threats

If the ciphering key used to broadcast location assistance data is tampered during the key delivery procedure, the UE will not be able to decrypt the ciphered assistant data.

If the ciphering key used to broadcast location assistance data is eavesdropped by the attackers during the key delivery procedure, the operator may lose revenue or the attackers can use the ciphering keys to broadcast fake assistant data.
5.X.3
Potential security requirements
-
The location assistance data ciphering key shall only be delivered to the UEs that have subscribed to the location service.
-
The location assistance data ciphering key delivery messages between CN and UE shall be confidentiality protected.
-
The location assistance data ciphering key delivery messages between CN and UE shall be integrity protected.
*** END OF CHANGES ***

